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I. INTRODUCTION 

Living in the 21st Century, it comes as no surprise that ‘the world is awash with data.’1 The 

main sources of the lightning speed at which humans are consuming and generating data 

follows from the planet scale of adoption of internet services, use of smartphones, cloud driven 

applications, increasing use of Artificial Intelligence (AI) systems. It is estimated that the world 

will generate approximately 90 zettabytes of data in the year 2020, which is close to a billion 

terabytes.2 What’s more perplexing is that by 2025, worldwide data is expected to enlarge to 

cover 175 zettabytes, most of which will be stored in cloud.3  

With the ascent of the AI world, it is no surprise that data processing levels will reach to new 

heights. A proliferation of big data, analytics and AI has led to the creation of many new data 

intensive services and the transformation of existing services into data intensive services.4 In 

fact, global AI derived business value is expected to be close to USD 2.65 trillion in the year 

2020.5 NASSCOM has predicted that India’s analytics revenue in the year 2025 will cover 

thirty two percent of the global market to stand at USD 16 billion.6  

                                                             
1 Government of India, “Report by the Committee of Experts on Non-Personal Data Governance Framework”, 5 

(Ministry of Electronics and Information Technology, 2020).  
2 Ludwig Siegele, “A deluge of data is giving rise to a new economy” The Economist, Feb. 20, 2020, available 

at: https://www.economist.com/special-report/2020/02/20/a-deluge-of-data-is-giving-rise-to-a-new-economy, 

(last visited on April 14, 2021). 
3 Andy Patrizio, “IDC: Expect 175 zettabytes of data worldwide by 2025” NetworkWorld, Dec. 3, 2018, available 
at: https://www.networkworld.com/article/3325397/idc-expect-175-zettabytes-of-data-worldwide-by-2025.html 

(last visited on April 14, 2021). 
4 Supra note 1 at 6.  
5 Laurence Goasduff, “Top Trends on the Gartner Hype Cycle for Artificial Intelligence, 2019” Gartner, Sep. 12, 

2019, available at: https://www.gartner.com/smarterwithgartner/top-trends-on-the-gartner-hype-cycle-for-

artificial-intelligence-2019/ (last visited on April 14, 2021). 
6 NASSCOM, “Indian Analytics Sector-Data to Decisions” (June, 2016).  

https://www.economist.com/special-report/2020/02/20/a-deluge-of-data-is-giving-rise-to-a-new-economy
https://www.networkworld.com/article/3325397/idc-expect-175-zettabytes-of-data-worldwide-by-2025.html
https://www.gartner.com/smarterwithgartner/top-trends-on-the-gartner-hype-cycle-for-artificial-intelligence-2019/
https://www.gartner.com/smarterwithgartner/top-trends-on-the-gartner-hype-cycle-for-artificial-intelligence-2019/
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Cisco’s latest Virtual Networking Index has forecasted that there will be 3.6 networked devices 

per capita by the year 2021.7 Other estimates are suggesting that connected devices could grow 

at an annual average growth rate of twelve percent to amount to 125 billion by 2030.8  

India is going digital, and fast. With missions like Digital India9 and more than half a billion 

internet subscribers10 India is well on the way to becoming a digital economy. This figure is 

expected to increase to 840 million by 2022, with a dizzying array of services, applications, 

and devices vying for attention and wallets.11 India boasts the second highest number of 

smartphones users12 and the prediction is that this number will be doubled by 2023.13 An 

expanding population of internet users, as well as the snowballing amount of time every user 

spends online on an average in a day, is dramatically increasing the amount of data produced 

by individuals.14 Over a billion strong population of India has a unique and immediately 

verifiable digital identity in the form of Aadhaar.15  

Data and its related industries have seen a boom during the pandemic in India.16 Four integrated 

command and control centres from across cities have been turned for developing integrated 

data dashboards for use by administrative zones in coronavirus times.17 Journalist David 

                                                             
7 CISCO, “Annual Internet Report (2018-2023) White Paper”, (March, 2020).  
8 News Release, “Number of Connected IoT Devices Will Surge to 125 Billion by 2030, IHS Markit Says” IHS 

Markit, Oct. 24, 2017, available at: https://news.ihsmarkit.com/prviewer/release_only/slug/number-connected-

iot-devices-will-surge-125-billion-2030-ihs-markit-says (last visited on April 14, 2021). 
9 Digital India, available at: https://www.digitalindia.gov.in (last visited on April 14, 2021). 
10 McKinsey Global Institute, “Digital India: Technology to transform a connected nation” (March, 2019).  
11 CISCO, “VNI Complete Forecast Highlights” 1 (2018) available at: 

https://www.cisco.com/c/dam/m/en_us/solutions/service-provider/vni-forecast-
highlights/pdf/India_Device_Growth_Traffic_Profiles.pdf (last visited on April 14, 2021). 
12 Number of smartphone users by country as of September 2019 (in millions), available at: 

https://www.statista.com/statistics/748053/worldwide-top-countries-smartphone-users/ (last visited on April 14, 

2021). 
13 PTI, “Internet users in India to rise by 40%, smartphones to double by 2023: McKinsey” The Economic Times, 

Apr. 25, 2019, available at: https://economictimes.indiatimes.com/tech/internet/internet-users-in-india-to-rise-

by-40-smartphones-to-double-by-2023-mckinsey/articleshow/69040395.cms?from=mdr (last visited on April 14, 

2021). 
14 McGowan, K., Vora, P. et al, “Personal data empowerment: restoring power to the people in a digital age” 11 

Pathways for Prosperity Commission Background Paper Series (2018).  
15 Surabhi Agarwal, “95% of people have Aadhaar and use it once a month on average: Report” ET Government, 

Nov. 26, 2019, available at: https://government.economictimes.indiatimes.com/news/digital-india/95-of-people-
have-aadhaar-and-use-it-once-a-month-on-average-report/72236213 (last visited on April 14, 2021). 
16 Himanshi Lohchab, “Covid-19 disruption creates market boom for IoT, connected tech” The Economic Times, 

Jun. 01, 2020, available at: https://economictimes.indiatimes.com/tech/internet/new-normal-creates-market-

boom-for-iot-connected-tech/articleshow/76125002.cms?from=mdr (last visited on April 14, 2021). 
17 Opinion, “Data is new ‘soil’ in times of covid – 19 crisis” ET Government, May. 12, 2020, available at: 

https://government.economictimes.indiatimes.com/news/governance/opinion-data-is-new-soil-in-times-of-

covid-19-crisis/75502320 (last visited on April 14, 2021). 

https://news.ihsmarkit.com/prviewer/release_only/slug/number-connected-iot-devices-will-surge-125-billion-2030-ihs-markit-says
https://news.ihsmarkit.com/prviewer/release_only/slug/number-connected-iot-devices-will-surge-125-billion-2030-ihs-markit-says
https://www.digitalindia.gov.in/
https://www.cisco.com/c/dam/m/en_us/solutions/service-provider/vni-forecast-highlights/pdf/India_Device_Growth_Traffic_Profiles.pdf
https://www.cisco.com/c/dam/m/en_us/solutions/service-provider/vni-forecast-highlights/pdf/India_Device_Growth_Traffic_Profiles.pdf
https://www.statista.com/statistics/748053/worldwide-top-countries-smartphone-users/
https://economictimes.indiatimes.com/tech/internet/internet-users-in-india-to-rise-by-40-smartphones-to-double-by-2023-mckinsey/articleshow/69040395.cms?from=mdr
https://economictimes.indiatimes.com/tech/internet/internet-users-in-india-to-rise-by-40-smartphones-to-double-by-2023-mckinsey/articleshow/69040395.cms?from=mdr
https://government.economictimes.indiatimes.com/news/digital-india/95-of-people-have-aadhaar-and-use-it-once-a-month-on-average-report/72236213
https://government.economictimes.indiatimes.com/news/digital-india/95-of-people-have-aadhaar-and-use-it-once-a-month-on-average-report/72236213
https://economictimes.indiatimes.com/tech/internet/new-normal-creates-market-boom-for-iot-connected-tech/articleshow/76125002.cms?from=mdr
https://economictimes.indiatimes.com/tech/internet/new-normal-creates-market-boom-for-iot-connected-tech/articleshow/76125002.cms?from=mdr
https://government.economictimes.indiatimes.com/news/governance/opinion-data-is-new-soil-in-times-of-covid-19-crisis/75502320
https://government.economictimes.indiatimes.com/news/governance/opinion-data-is-new-soil-in-times-of-covid-19-crisis/75502320
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McCandless has opined that data needs to be looked at as the new ‘soil’.18 Not only for analysis 

and management of the pandemic via applications such as Aarogya Setu,19 but data is also 

being used extensively for online education,20 work from home parameters,21 online medical 

consultations,22 entertainment purposes23 and much more.24 

Then, it is correct to say that data is more abundant than ever before, and is still growing at an 

exponential rate. Yet, this adoption of the digital world is highly uneven within the country. 

An imbalance in bargaining powers would be the likely result if any one space is allowed to 

monopolise data processing, thereby creating the need for data usage, protection and processing 

in the country to be carried out in a balanced way. For purposes of this, a largely regulated 

environment is sought after by way of legislation and enforcement of the law. Therefore, the 

Government’s role is to ‘catalyse the data businesses in a manner that maximizes overall 

welfare.’25  

There is no dispute that India’s digital economy has drastically changed since the last major 

legislative came in 2008 with the Information Technology Act.26 Yet, with the predictions of 

many over how much data will be produced in the years to come, the dire requirement becomes 

legislations that will govern and regulate the sphere of data processing. For this purpose, the 

following have arrived or are in transit, after a flurry of activity in the space to draft new laws, 

national policies, regulations and reports: 

                                                             
18 Lauren Kirchner, “Data Is The New Soil” Archives: Columbia Journalism Review, Sep. 2, 2010, available at: 
https://archives.cjr.org/the_news_frontier/data_is_the_new_soil.php (last visited on April 14, 2021). 
19 Aarogya Setu Mobile Application, available at: https://www.mygov.in/aarogya-Setu-app/ (last visited on April 

14, 2021). 
20 G2R Research Team, “50 Online Education Statistics: 2020 Data on Higher Learning & Corporate Training” 

Guide2Research, Jun. 30, 2020, available at: http://www.guide2research.com/research/online-education-

statistics (last visited on April 14, 2021). 
21 Karen Roby, Erik Eckel, “Backing up data is more important as people work from home during COVID-19” 

Tech Republic, Sep. 9, 2020, available at: https://www.techrepublic.com/article/backing-up-data-is-more-

important-as-people-work-from-home-during-covid-19/ (last visited on April 14, 2021). 
22 Rhythma Kaul, “Health ministry’s tele-medicine platform provided 100k online consultations: Data” Hindustan 

Times, Aug. 10, 2020, available at: https://www.hindustantimes.com/india-news/telemedicine-online-

consultations-at-100k/story-LB5x70ydJEVvUldSVtaf6K.html (last visited on April 14, 2021). 
23 Rahul Oberoi, “Media & entertainment to emerge big job creator in post-Covid India: Thakur” The Economic 

Times, Jul. 07, 2020, available at: https://economictimes.indiatimes.com/markets/stocks/media-entertainment-to-

emerge-big-job-creator-in-post-covid-india-thakur/articleshow/76829145.cms (last visited on April 14, 2021). 
24 Data in the time of Covid-19, Open Data Watch, available at: https://opendatawatch.com/what-is-being-

said/data-in-the-time-of-covid-19/ (last visited on April 14, 2021). 
25 Supra note 1 at 9.  
26 Linscott, M., Raghuraman, A. “Aligning India’s Data Governance Frameworks” Atlantic Council 1 (2020).  

https://archives.cjr.org/the_news_frontier/data_is_the_new_soil.php
https://www.mygov.in/aarogya-Setu-app/
http://www.guide2research.com/research/online-education-statistics
http://www.guide2research.com/research/online-education-statistics
https://www.techrepublic.com/article/backing-up-data-is-more-important-as-people-work-from-home-during-covid-19/
https://www.techrepublic.com/article/backing-up-data-is-more-important-as-people-work-from-home-during-covid-19/
https://www.hindustantimes.com/india-news/telemedicine-online-consultations-at-100k/story-LB5x70ydJEVvUldSVtaf6K.html
https://www.hindustantimes.com/india-news/telemedicine-online-consultations-at-100k/story-LB5x70ydJEVvUldSVtaf6K.html
https://economictimes.indiatimes.com/markets/stocks/media-entertainment-to-emerge-big-job-creator-in-post-covid-india-thakur/articleshow/76829145.cms
https://economictimes.indiatimes.com/markets/stocks/media-entertainment-to-emerge-big-job-creator-in-post-covid-india-thakur/articleshow/76829145.cms
https://opendatawatch.com/what-is-being-said/data-in-the-time-of-covid-19/
https://opendatawatch.com/what-is-being-said/data-in-the-time-of-covid-19/
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1. Data Empowerment and Protection Architecture, 202027 

2. Personal Data Protection Bill, 201928 

3. E-Commerce Policy by the Department for Promotion of Industry and Internal Trade 

(DPIIT)29 

4. Report Exploring Non-Personal Data Regulation, Ministry of Electronics and 

Information Technology (MeitY)30 

In this paper, an attempt is made to assemble the recent cases pertaining to data protection and 

breach in privacy, to understand from the root the problem which India and a global digital 

economy, faces in the 21st century. Secondly, the Data Empowerment and Protection 

Architecture framework is discussed in order to view its structure, comprehend its application 

and compare it against global strategies for data protection. Lastly, the paper focuses on the 

Personal Data Protection Bill, 2019, which is to come into force soon, to analyse the 

requirement for it and its expected results in the Indian scenario.  

II. NEED FOR ACTION 

Data privacy is not a new concept, per se, recognized as early as 1604 in the case of Semayne’s 

case.31 Since then, several cases point out the lapse of the current data protection statutes in 

force and highlight the dire need for an augmented approach to overcome the issues. The 

scandal of Facebook and Cambridge Analytica made headlines in 201832 when Facebook 

admitted that the data of 87 million users, which included five lakh Indian users of Facebook, 

was shared through a third-party application with Cambridge Analytica to extract personal data 

of users. Users were not aware of this sharing of this data, which was further used for targeted 

advertisements and around the United States elections.33 Facebook made headlines again as 

                                                             
27 Draft, DEPA, available at: https://niti.gov.in/sites/default/files/2020-09/DEPA-Book_0.pdf (last visited on 

April 14, 2021). 
28 Bill No. 373 of 2019.  
29 Draft, E-Commerce Policy, available at: https://dipp.gov.in/whats-new/draft-national-e-commerce-policy-

stakeholder-comments (last visited on April 14, 2021). 
30 Supra note 1.  
31 All ER Rep 62; 77 ER 194.  
32 Nicholas Confessore, “Cambridge Analytica and Facebook: The Scandal and the Fallout So Far” The New York 

Times, Apr. 4, 2018, available at: https://www.nytimes.com/2018/04/04/us/politics/cambridge-analytica-scandal-

fallout.html (last visited on April 14, 2021). 
33 Harry Davies, “Ted Cruz using firm that harvested data on millions of unwitting Facebook users” The Guardian, 

Dec. 11, 2015, available at: https://www.theguardian.com/us-news/2015/dec/11/senator-ted-cruz-president-

campaign-facebook-user-data (last visited on April 14, 2021). 

https://niti.gov.in/sites/default/files/2020-09/DEPA-Book_0.pdf
https://dipp.gov.in/whats-new/draft-national-e-commerce-policy-stakeholder-comments
https://dipp.gov.in/whats-new/draft-national-e-commerce-policy-stakeholder-comments
https://www.nytimes.com/2018/04/04/us/politics/cambridge-analytica-scandal-fallout.html
https://www.nytimes.com/2018/04/04/us/politics/cambridge-analytica-scandal-fallout.html
https://www.theguardian.com/us-news/2015/dec/11/senator-ted-cruz-president-campaign-facebook-user-data
https://www.theguardian.com/us-news/2015/dec/11/senator-ted-cruz-president-campaign-facebook-user-data
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data of over 533 million accounts was leaked in early April, 2021.34 As the Justice B.N. 

Srikrishna Committee Report (‘Committee Report’) highlights, the incident is ‘neither 

singular, nor exceptional’.35 Approaches to gather data without knowledge of the user are mired 

in complex privacy forms that are unintelligible, as underlined by the Committee Report.  

News from 2016 revealed that data from more than 412 million accounts on a network with 

weak data security protections was breached and misused by hackers.36 In 2017, reports had 

come that personal information of around 147.9 million US citizens were breached and extorted 

due to ‘outdated technological safeguards’ used by the company Equifax.37 Early in 2017, India 

saw a complaint in which personal information from the delivery application of McDonald’s 

was leaked following inadequate security features.38  

The case of Llyod v. Google LLC39 set a precedent for representative opt-out style class 

actions for breach of data protection under the law of the United Kingdom.40 In ZXC v. 

Bloomberg LP,41 the claimant was compensated when the newspaper company named the 

claimant who had given information confidentially. The Canadian Supreme Court expounded 

on ‘reasonable expectation of privacy’ in the case of R v. Jarvis,42 with implications on 

common law privacy. In the case of GC & Others v CNIL,43 the court observed that there was 

no blanket prohibition on processing of ‘sensitive personal data’ under the Data Protection 

Directive. In the esteemed case of  Data Protection Commissioner v Facebook Ireland Ltd, 

Maximilian Schrems,44 the CJEU reviewed the US surveillance laws to hold that such laws 

do not limit access of public authorities to EU personal data, and that ‘the Privacy Shield does 

not grant EU individuals actionable and effective rights before the courts against such public 

                                                             
34 Ashish Aryan, “Data Leak for free: 533 mn Facebook users, including 6 mn Indians” The Indian Express, April 

4, 2021, available at: https://indianexpress.com/article/technology/tech-news-technology/data-leaked-for-free-

533-mn-fb-users-including-6-mn-indians-7257715/ (Last visited on April 14, 2021). 
35 Committee of Experts under the Chairmanship of Justice B.N. Srikrishna, “A Free and Fair Digital Economy: 

Protecting Privacy, Empowering Indians” (Ministry of Electronics and Information Technology, 2018). 
36 Samuel Gibbs, “Adult Friend Finder and Penthouse hacked in massive personal data breach” The Guardian, 

Nov. 14, 2016, available at: https://www.theguardian.com/technology/2016/nov/14/adult-friend-finder-and-

penthouse-hacked-in-largest-personal-data-breach-on-record (last visited on April 14, 2021). 
37 Brian Fong, “Equifax’s massive 2017 data breach keeps getting worse” The Washington Post, Mar. 1, 2018.  
38 Team, “McDonald’s India delivery app ‘leaks user data’” BBC News, Mar. 20, 2017, available at: 

https://www.bbc.com/news/technology-39265282 (last visited on April 14, 2021). 
39 [2019] ECWA Civ 1599.  
40 See more on Inforrm’s Blog, available at: https://inforrm.org/2019/10/09/case-law-lloyd-v-google-llc-

landmark-judgment-in-representative-data-protection-action-aidan-wills/ (last visited on April 14, 2021). 
41 [2019] EWHC 970 (QB).  
42 2019 SCC 10.  
43 [2019] EUECJ C-136/17.  
44 Case C-311/18.  

https://indianexpress.com/article/technology/tech-news-technology/data-leaked-for-free-533-mn-fb-users-including-6-mn-indians-7257715/
https://indianexpress.com/article/technology/tech-news-technology/data-leaked-for-free-533-mn-fb-users-including-6-mn-indians-7257715/
https://www.theguardian.com/technology/2016/nov/14/adult-friend-finder-and-penthouse-hacked-in-largest-personal-data-breach-on-record
https://www.theguardian.com/technology/2016/nov/14/adult-friend-finder-and-penthouse-hacked-in-largest-personal-data-breach-on-record
https://www.bbc.com/news/technology-39265282
https://inforrm.org/2019/10/09/case-law-lloyd-v-google-llc-landmark-judgment-in-representative-data-protection-action-aidan-wills/
https://inforrm.org/2019/10/09/case-law-lloyd-v-google-llc-landmark-judgment-in-representative-data-protection-action-aidan-wills/
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authorities.’45 In March 2020, UK Supreme Court46 unanimously confirmed that personal data 

cannot be transferred pursuant to a lawful request to the US unless the requirements of the 

UK’s Data Privacy Act, 2018 are also satisfied. 

Since the Mumbai 2008 terrorist attacks, India had implemented a wide range of data sharing 

and surveillance schemes.47 The law laid down by the Supreme Court in India on data 

protection and misuse is covered in various cases. Telephone tapping in the particular case of 

R.M. Malkani v. State of Maharashtra48 was not tolerated by the Court on account of being 

an invasion to right of privacy.  In Re: Destruction of Public & Private Properties v. State 

of A.P.,49 the court observed that ‘casting couch’ had become a popular tool used by media and 

that it directly hammered the privacy of the individual. The Apex Court in Unique 

Identification Authority of India & Anr. v. Central Bureau of Investigation50 held that the 

UIADAI should not transfer any biometrical information without the written consent of the 

person.  

Perhaps, the landmark judgment of the Supreme Court in Justice K. S. Puttaswamy v. Union 

of India51 is the ultimate source to laud that the Indian Constitution does, in fact, guarantee the 

right to privacy as a fundamental right under Article 21 of the Constitution.52 In the course of 

the judgment, the cases M.P. Sharma v. Satish Chandra53 and Kharak Singh v. State of 

U.P.54 were struck down to the extent that the Constitution upholds a right to privacy. 

Examining Article 21, the court upheld certain other cases55 on the law laid down as per right 

to privacy and circumstances in which it can be restricted.  

                                                             
45 Team, “Schrems II landmark ruling: A detailed analysis” Norton Rose Fulbright (2020), available at: 

https://www.nortonrosefulbright.com/en-in/knowledge/publications/ad5f304c/schrems-ii-landmark-ruling-a-

detailed-analysis (last visited on April 14, 2021). 
46 Elgizouli v. Secretary of the State for the Home Department, UKSC 10.  
47 Xynou, M., Hickok, E., “Security, Surveillance and Data Sharing Schemes and Bodies in India” The Centre for 

Internet & Society, Mar. 14, 2015, available at: https://cis-india.org/internet-governance/blog/security-

surveillance-and-data-sharing.pdf (last visited on April 14, 2021). 
48 1973 AIR 157.  
49 (2009) 5 SCC 212.  
50 (2017) 7 SCC 157. 
51 (2017) 10 SCC 1.  
52 The Constitution of India. 
53 1954 AIR 300. 
54 1963 AIR 1295.  
55 Maneka Gandhi v. Union of India [1978 AIR 597], Govind v. State of M.P. [1975 AIR 1378].  

https://www.nortonrosefulbright.com/en-in/knowledge/publications/ad5f304c/schrems-ii-landmark-ruling-a-detailed-analysis
https://www.nortonrosefulbright.com/en-in/knowledge/publications/ad5f304c/schrems-ii-landmark-ruling-a-detailed-analysis
https://cis-india.org/internet-governance/blog/security-surveillance-and-data-sharing.pdf
https://cis-india.org/internet-governance/blog/security-surveillance-and-data-sharing.pdf
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Under the law in force in India, the SPDI Rules56 established under Section 43A of the 

Information Technology Act, 200057 (‘IT Act’) govern the transfer of personal data. The 

shortcoming of these Rules and provisions of the IT Act gain prevalence owing to rapid growth 

of the digital sector and advancements in technology at a speed that amazes humans. For 

modern times, the definition of ‘sensitive personal data’ under the SPDI Rules is held to be 

narrow.58 It is pertinent in today’s era that governments be subjected to certain rules so as to 

impede any misuse by government authorities in the name of ‘protection’. In light of this, it is 

important to note that the present SPDI Rules do not apply to the government.  

 

Data has the ability to close economic gaps in the country, foster growth of small and medium 

sized businesses and empower people so that they get access to services that prove to be life-

enhancing.59 This can only be done if data is governed and regulated in a fashioned manner. 

For these purposes, the Government of India has published the DEPA framework, as elaborated 

upon in the forthcoming section.  

 

III. DATA EMPOWERMENT AND PROTECTION ARCHITECTURE 

The Data Empowerment and Protection Architecture60 (‘DEPA’) is a framework brought forth 

in light of the recent few developments – namely, the landmark Supreme Court Judgement61 

on right to privacy in 2017, drafting of the Personal Data Protection Bill, 2019,62 Report of the 

Justice Srikrishna Committee of 201863 and the Master Direction of Reserve Bank of India on 

NBFC – AA, 2016.64 While the draft has been published by NITI Aayog, it is set to be launched 

in 2020.  

                                                             
56 Information Technology (Reasonable security practices and procedures and sensitive personal data or 

information) Rules, 2011.  
57 Act No. 21 of 2000. 
58 Greenleaf, G., “India – Confusion Raj with Outsourcing in Asian Data Privacy Laws: Trade and Human Rights 

Perspectives” Oxford University Press 415 (2017).  
59 Supra note 14. 
60 Supra note 27. 
61 Supra note 51. 
62 Supra note 28. 
63 Supra note 35. 
64 Master Direction – Non-Banking Financial Company – Account Aggregator (Reserve Bank) Directions, 2016, 

available at: https://www.rbi.org.in/Scripts/BS_ViewMasDirections.aspx?id=10598 (last visited on April 14, 

2021). 

https://www.rbi.org.in/Scripts/BS_ViewMasDirections.aspx?id=10598
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The objective of the framework is to empower individuals in a way so that consent over their 

personal data be free, informed, explicit and specific and revocable. This would orchestrate a 

paradigm shift into building a platform of data sharing which is regulatory and evolvable to 

keep up with the demands of the modern tech-savvy era, ensuring good data governance at the 

same time.   

 

In the month of June, Apple, in a step towards ensuring privacy for its customers, declared that 

it would ask for user consent each time a service is trying to track users.65 Something similar 

is brewing in the Indian digital world, with the introduction of the DEPA framework which 

envisages a dashboard for the communication of all requests for data sharing to the user, who 

shall provide consent for any data of theirs to be used, can see who is accessing such data and 

can withdraw the consent at any point.  

 

A. WHAT IS DEPA? 

The basic structure of the framework is that information users, including MSMEs and small 

organisations, can approach the user for their consent over their personal data by way of a 

middleman – the consent manager. Upon an application for request of data to the consent 

manager, the latter sends it to the user for his approval or denial. In case of an approval, the 

acceptance is forwarded to the information provider, namely banks, insurance providers, GST 

platform, mutual funds etc. The data sought and consented upon is then sent by the information 

provider to the information user via encrypted data flows to ensure privacy and protection of 

the same. The simple concept on which this framework is based on, is then, individual agency 

over data. 

Appearing as a dynamic instrument to continue on a dynamic course and evolving the 

underlying current policy on data protection, DEPA is set to work as a public-private effort for 

a ‘new and improved data governance.’66 It is being referred to as the ‘Consent Layer of the 

Indian Stack.’67 By offering not just data protection, but also data empowerment, the 

                                                             
65 Ronan Shields, “Apple’s Latest Privacy Announcement Could Be More Impactful than CCPA or GDPR” 

AdWeek, Jun. 23, 2020, available at: https://www.adweek.com/programmatic/apples-latest-privacy-

announcement-could-be-more-impactful-than-ccpa-or-gdpr/ (last visited on April 14, 2021). 
66 Supra note 27 at Acknowledgment, Executive Summary. 
67 Data Empowerment and Protection Architecture Explained, ISpirit Production, Jun. 23, 2019, available at: 

https://pn.ispirt.in/tag/depa/ (last visited on April 14, 2021). 
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framework aims to make the people of India ‘data-rich’, even before they are economically 

rich, so as to help them financially and access opportunities for growth of their organisations. 

After all, it has been opined that ‘data is the new frontier in the fight against poverty.’68 For the 

first time ever, there are more rural Indians online than urban Indians.69  

The infrastructure provided by DEPA attempts to move data sharing beyond the limits of usage 

only for advertisements or selling products, to harness the possibilities available for growth of 

businesses by way of building ‘data fiduciaries’. Cumbersome and expensive processes of data 

sharing, like physical submissions, bulk print notarization, username/password sharing and 

forms requiring a blanket consent, are replaced with a competitive ecosystem that harnesses 

public infrastructure in the digital space and combines it with innovation led by private players.  

 

B. HOW DID IT COME ABOUT? 

In the global digital space of 2020, headlines worldwide showcase imminent problems relating 

to data privacy, data sharing, and misuse of the same. The need, then, is for stronger data 

protection inclusive of legislation as well as technology that can identify such breaches. In 

particular, India requires not just a strong base for data protection, but also a way harness the 

potential that data usage offers, so as to cultivate the society as a whole. This is the goal sought 

to be reached by data empowerment. The view that ‘Indians need control over their personal 

data’ so as to be able to ‘leverage their digital history to access growth opportunities’ is clearly 

stated in the DEPA Summary. 

Directions to regulate the sphere of data protection, data sharing and data empowerment were 

provided by: 

1. SC judgment on right to privacy 

As elucidated above, the right to privacy has been recognised as a fundamental right emerging 

from Article 21 of the Constitution, in Justice K.S. Puttaswamy v. Union of India.70 

Following the law laid down in the case, the framework insinuates a foundation which trails to 

                                                             
68 Supra note 14. 
69 PM’s address at India Ideas Summit 2020, PMINDIA, Jul. 22, 2020, available at: 

https://www.pmindia.gov.in/en/news_updates/pms-address-at-india-ideas-summit-2020/ (last visited on April 14, 

2021). 

 
70 Supra note 51. 
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the ratio of the judgment.71 It places duty on the state to protect the citizens from dangers of 

data misuse, breach and leaks, originating both within and outside the country. As per the 

judgment, privacy was understood to have a negative aspect in the right of being left alone, and 

a positive aspect in the right of self-determination.72 DEPA recognizes that the core of 

informational privacy is a right to autonomy and self-determination in respect of one’s personal 

data.73 

Two critical points are crucial to note from the Puttaswamy judgment – first, that the primary 

value served by any framework on data protection is obligated to be that of privacy; second, 

that such a framework must not omit other values such as collective values. The question on 

whether such purposes will be served will only be answered once the DEPA policy is fully in 

force.  

2. Personal Data Protection Bill, 2019 

The Personal Data Protection Bill, 201974 (‘the Bill’) was introduced in Lok Sabha on 

December 11, 2019. The Bill is pursuant to providing protection of personal data of individuals, 

and for this purpose, seeks to set up a national level Data Protection Authority which will 

regulate and govern data fiduciaries, while also handling complaints pertaining to the Act. As 

per the Bill, personal data processing is to be done by (i) government, (ii) companies 

incorporated in India, and (iii) foreign companies dealing with personal data of individuals in 

India. This processing requires explicit consent for the specific purpose.  

3. Justice B.N. Srikrishna Committee Report, 2018  

The Justice B.N. Srikrishna Committee Report, 201875 was handed over to Ministry of 

Electronics and Information Technology in 2018. It explores data privacy as a ‘burning issue’ 

by assessing the contemporary situation of data protection and processing in India. The Report 

augmented data protection practices followed by several countries and highlighted the need for 

an excellent framework on the same in India.  

                                                             
71 Supra note 35. 
72 Koops, B., et al, “A Typology of Privacy” 38(2) University of Pennsylvania Journal of International Law 566 

(2017). 
73 Supra note 35. 
74 Supra note 28. 
75 Supra note 35. 
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C. APPLICATION 

DEPA seeks to break data silos and monopolies so that companies can compete in a fair manner 

after having access to data. The application of DEPA in various sectors is mentioned, in brief, 

as follows: 

1. Financial sector 

In the financial sector, DEPA is exhibited to be used for the purposes of growth of MSMEs 

and other small institutions or organisations, who can make more use out of their digital 

footprints than they currently do, and henceforth make a better business plan based on 

information accessible to them from secure consented real-time data. Such a plan is aimed at 

scaling economic growth and providing better financial inclusion.  

For example, where an owner of a company consents to sharing proof of their GST payments, 

the bank can rely on the document to design a capital loan based on what is demonstrated as 

the ability of the owner to repay, also called flow-based lending. The alternative to this that 

previously existed was to offer collaterals or assets in order to secure loans.  

In this sector, DEPA finds its foundation in Reserve Bank of India’s Master Direction on NBFC 

– AA.76 Here, the Account Aggregators (AAs) will not be storing the information, but store the 

fact of the consents given by the individual user to information users.77 The aim is to 

consolidate the data in one repository, that can then be shared with other players.78  

In order to implement DEPA, four regulators in the financial sector, namely Reserve Bank of 

India (RBI), Securities and Exchange Board of India (SEBI), Insurance Regulatory and 

Development Authority (IRDAI), and Pension Fund Regulatory and Development Authority 

(PFRDA) have joined forces with the Ministry.79 An addition to this regulatory foundation 

would be with the Data Protection Authority once the Personal Data Protection Bill, 2019 

comes into force.  

                                                             
76 Supra note 64.  
77 Supra note 27. 
78 Aditi Agrawal, “Summary: Data Empowerment and Protection Architecture (DEPA)” Medianama, Sep. 11, 

2020, available at: https://www.medianama.com/2020/09/223-data-empowerment-and-protection-architecture-

summary/ (last visited on April 14, 2021). 
79 Supra note 27. 
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2. Healthcare sector 

During the phase of coronavirus pandemic, the healthcare system globally has been the 

frontrunner to combat with the tough times. In the midst of their valour being appreciated and 

considered necessary, the dire requirement for a real time mechanism that helps track 

healthcare options in an uncontrollable environment was pondered upon. Such an idea finds 

real and smart execution by the DEPA framework. For example, in order to ascertain how many 

beds are required in a hospital working to treat covid-19 patients in a particular locality, the 

hospital can surely utilise user information to gain information on the number of cases, the 

dominant symptoms appearing in that locality. Based on this information, a better business 

model can be prepared by the hospital for greater efficiency. Meaning thereby, that if a hospital, 

in absence of a congregated categorised data, prepares for 500 beds in a locality which, within 

the DEPA framework, shows actual requirement of not more than 300 beds at any given point, 

then the hospital would surely face losses at not having efficiently used the space and resources 

available to it.  

A simple example shows how marvellously competent DEPA can prove to be for the healthcare 

sector. In furtherance of this vision, the National Health Authority which has been tasked with 

implementing the National Digital Health Mission, is piloting the DEPA architecture for 

healthcare data.80 Its purpose is to digitize the entire healthcare system in India by creation of 

digital records, maintenance of registries of healthcare workers and facilities for smooth 

operation.  

3. Telecom sector 

DEPA is being propelled in the telecom sector after a Telecom Regulatory Authority of India 

(TRAI) Consultation Report on Privacy was released in July 2018.81 In its report, the TRAI 

recognized that doubling of mobile data usage increases the GDP.82 What was also 

acknowledged is the ubiquitous presence of misuse of data causing privacy concerns. Former 

TRAI Chairman noted the absolute requirement of a ‘legal framework dealing with the “full 

range” of issues around artificial intelligence, including algorithmic bias, data mining, using 

                                                             
80 National Digital Health Mission, available at: https://ndhm.gov.in (last visited on April 14, 2021). 
81 Government of India, “Recommendations on Privacy, Security and Ownership of the Data in the Telecom 

Sector” (Telecom Regulatory Authority of India, 2018).  
82 GSM Association, “What is the impact of mobile telephony on economic growth?” (November, 2012). 
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data without the permission of the data owner, and broad principles for the same must be set 

out “a priori”.’83 

4. Government departments – information providers 

According to the DEPA Summary, the first major government department to become a 

Government Information Provider (GIP) will be Department of Goods and Services Tax (GST). 

Forthcoming times are said to include various departments that have data on individuals and 

MSMEs. They will be able to adopt the architecture laid down to improve the ease of doing 

business or create greater data portability.  

D. COMPARISON WITH GLOBAL APPROACHES 

NITI Aayog has released the draft of DEPA. Ahead of its actual implementation, it has been 

‘run in July 2019 through a closed user group-launch by major banks.’84 At this stage, it is 

pertinent to make a contrast of the draft DEPA alongside its counterparts in separate countries 

and regions. For this purpose, the law on data protection, as is, will be briefly assessed in 

regions of European Union, United States of America, United Kingdom, China and South 

Korea. Each of these regimes is founded on each jurisdiction‘s own understanding of the 

relationship between the citizen and the state in general, and the function of the data protection 

law, in particular.85 

1. EU GDPR 

At the vanguard of data protection norms in the global sphere stands European Union, which 

enacted the General Data Protection Regulation86 (‘GDPR’) in 2018 to replace the Data 

Protection Directive of 1995. In Europe on the other hand, data protection norms are founded 

on the need to uphold individual dignity.87 GDPR gains importance in that it affects all such 

companies having business in the EU. It is reported that more than 1 in 4 companies are yet to 

                                                             
83 Soumyarendra Barik, “Must have a legal framework to deal with algorithmic bias: Former TRAI chairman RS 

Sharma” Medianama, Oct. 8, 2020, available at: https://www.medianama.com/2020/10/223-legal-framework-

for-ai-rs-sharma/ (last visited on April 14, 2021). 
84 ENS Economic Bureau, “Draft on architecture for third party access to data released, NITI seeks views”, The 

Indian Express, Sep. 5, 2020, available at: https://indianexpress.com/article/business/economy/draft-on-

architecture-for-third-party-access-to-data-released-niti-seeks-views-6583581/ (last visited on April 14, 2021). 
85 Whitman, J. “The Two Western Cultures of Privacy: Dignity Versus Liberty” 113 Yale Law Journal 1151 

(2004). 
86 General Data Protection Regulation, available at: https://gdpr-info.eu (last visited on April 14, 2021). 
87 Census Act Judgment of the German Constitutional Court, Dec. 15, 1983. 
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begin to make their company compliant with GDPR.88 The GDPR asserts importance of 

individual control and management of their personal data, and maintains eight basic rights that 

individuals have under the regulation: 

1. The right to access 

2. The right to be forgotton 

3. The right to data portability 

4. The right to be informed 

5. The right to have information corrected 

6. The right to restrict processing 

7. The right to object 

8. The right to be notified 

Directions under the EU GDPR command that consent must be given freely, be specific, 

informed and unambiguous for the processing of personal data. Consent is mandated to be 

expressed by a statement or by clear affirmative action.89 EU’s GDPR has introduced tough 

data protection laws. However, complaints against GDPR emerge from small and large 

businesses who argue that their short and medium term profitability is hurt.90 As against this, 

it is claimed that India’s DEPA ‘encourages growth’ of small and medium businesses.  

2. USA 

It is the general view that the United States of America (US) follows a laissez- faire approach 

for regulation of data processing and handling by private bodies. Au contraire, it places strict 

obligations on the state, the basis of this being the constitutional understanding of liberty as 

freedom from state control.91 US courts92 have collectively recognised a right to privacy by 

piecing together the limited privacy protections reflected in the First, Fourth, Fifth and 

Fourteenth Amendments to the US Constitution. To build upon this, few legislations like the 

Privacy Act, 1974, the Right to Financial Privacy Act, 1986 and the Electronic 

Communications Privacy Act, 1986 were enacted so as to provide protection to the citizens 

                                                             
88 Jennifer Lund, “What is GDPR and How Does It Impact Your Business” SuperOffice, Oct. 14, 2020, available 

at: https://www.superoffice.com/blog/gdpr/ (last visited on April 14, 2021). 
89 European Union General Data Protection Regulation, art. 4(11).  
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against the federal government. The US has ‘sector-specific’ laws that tailor rules for different 

types of personal data. The GLB Act93 covers the scope of collection and use of data in the 

financial sector.  

3. UK Open Banking  

Changes in behaviour of the consumer, certain regulatory changes, search for new business 

models, and the threat for digital ecosystems like Amazon, Facebook, Google and Apple, 

primarily, is ‘driving banks to walk the path of Open Banking.’94 The Open Banking data 

sharing framework of United Kingdom has been introduced by the Competition and Markets 

Authority. ‘In 2017, the CMA began to implement this framework by requiring the nine largest 

banks and building societies in the U.K. to begin sharing certain customer information with 

registered third-party providers (with customer consent).’95 

While the approach operates based on consent, it has shortcomings that will be glaring when 

seen in the Indian context. One such is that UK’s Open Banking system is designed to be web 

based. As illustrated in the Introduction Section of this article, it is clear that within the Indian 

region, usage of smart phones takes supremacy over usage of web-based devices. The DEPA 

Summary Book further highlights that ‘because Open Banking was born out of a competition 

perspective and made mandatory, its approach does not necessarily encourage fintech 

innovation and market development.’ 

4. China 

People’s Republic of China has a tightly controlled internet, referred to as the ‘largest and most 

sophisticated online censorship operation in the world.’ Mary Meeker is said to have 

overlooked China’s ‘authoritarian regime’ in her report on Internet Trends 2018.96 China is 

                                                             
93 The Financial Services Modernization Act, 1999. 
94 Subhagini Chaudhary, “All You Need to Know About PSD2 & Open Banking” MEDICI Global, Jun. 03, 2020, 
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said to have approached the issue of data protection ‘from the perspective of averting national 

security risks.’97 

 

It is claimed98 that China already has a basic legal system that establishes protection of personal 

data and also sets out requirements that must be complied with by market players, in its 

National Security Law of the People’s Republic of China, General Provisions of the Civil Law 

of the People’s Republic of China, Cybersecurity Law of the People’s Republic of China, 

Provisions on the Cyber Protection of Children’s Personal Data. The rights provided under The 

Cybersecurity Law are those of information, deletion and rectification of personal data. A 

comparitive analysis of law on data privacy in China alongside EU and USA’s approaches has 

been given by Emmanuel Pernot-Leplay.99  

5. South Korea 

In South Korea, the constitutional law requires that certain limitations be imposed on the 

individual’s rights of privacy. This is done in furtherance of the ‘principle of less restrictive 

alternatives’. An equivalent principle could be applied in the Indian context, consistent with 

the ratio in the Puttaswamy judgment, to determine the appropriate scope and list of exemptions 

or limitations.100 

DEPA framework of India must be critiqued once the draft is implemented to ascertain whether 

or not it fulfills the promises it makes. It shall gain legal, philosophical force once the Personal 

Data Protection Bill is passed by the Parliament. In light of this, the article shall discuss the 

Bill in the next section. 

 

E. PERSONAL DATA PROTECTION BILL, 2019 

                                                             
97 Standard number: GB/T 35273-2017, available at: 

http://www.gb688.cn/bzgk/gb/newGbInfo?hcno=4FFAA51D63BA21B9EE40C51DD3CC40BE (last visited on 

April 14, 2021). 
98 Lisa Li, “China: A Brief Overview Of China’s Compliance Requirements on Personal Data Protection” 

MondayQ, Jun. 01, 2020, available at: https://www.mondaq.com/china/data-protection/936562/a-brief-overview-

of-china39s-compliance-requirements-on-personal-data-protection (last visited on April 14, 2021). 
99 Pernot-Leplay, E., “China’s Approach on Data Privacy Law: A Third Way Between the U.S. and the EU?” 8 

Penn State Journal of Law & International Affairs (2020).  
100 Greenleaf, G., “GDPR-Lite and Requiring Strengthening – Submission on the Draft Personal Data Protection 

Bill to the Ministry of Electronics and Information Technology (India)” UNSW Law Research Paper (2018). 

http://www.gb688.cn/bzgk/gb/newGbInfo?hcno=4FFAA51D63BA21B9EE40C51DD3CC40BE
https://www.mondaq.com/china/data-protection/936562/a-brief-overview-of-china39s-compliance-requirements-on-personal-data-protection
https://www.mondaq.com/china/data-protection/936562/a-brief-overview-of-china39s-compliance-requirements-on-personal-data-protection


 

INDIAN JOURNAL OF LAW AND DEVELOPMENT 

 

The Personal Data Protection Bill, 2019101 has been introduced in the Parliament. A Committee 

Report102 on the same has been published. In light of these documents, it is imperative to 

ascertain the provisions so as to get a glimpse of the future of data sharing, protection and 

processing in India. Further, the Bill proposes to establish a Data Protection Authority,103 which 

shall be a body corporate with power, subject to the provisions of the law when it comes into 

effect, to govern such matters as regards personal data protection.  

 

Personal data is said to be inclusive of such traits and characteristics through which a person 

can be identified.104 Apropos, non-personal data includes all such traffic through which a 

person cannot be identified.  

As has been mentioned above, the current law that governs and regulates sharing of personal 

data is the Information Technology Act, 2000105 through the IT Rules. The Committee 

Report106 contemplated the limitations of such regulations by stating that definition of sensitive 

personal data is unduly narrow, leaving out several categories of personal data from its 

protective remit.107 Furthermore, its obligations do not apply to the government and may, on a 

strict reading of Section 43A of the IT Act be overridden by contract. The Report mentions that 

the Act also suffers from ‘problems of implementation due to due to delays’ in appointments 

to the adjudicatory mechanisms created under the IT Act.108 

In order to overcome such issues, a paradigm shift was sought after with the introduction of 

the Bill. Several points of discussion are made below in order to gain a substantial 

understanding of what the Bill proposes to be mandated as law. 

A. Jurisdiction 

                                                             
101 Supra note 28. 
102 Supra note 35. 
103 Personal Data Protection Bill, 2019 [Bill No. 373 of 2019], s. 41. 
104 Anurag Vaishnav, “The Personal Data Protection Bill, 2019: All you need to know” PRS India, Dec. 23, 2019, 
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105 Supra note 57. 
106 Supra note 35 at 7. 
107 Supra note 58 at 415. 
108 Sreenidhi Srinivasan, Namrata Mukherjee, “Building an effective data protection regime” 18 (Vidhi Centre for 
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There is massive debate over the scope of data protection laws vexed in varying jurisdictions. 

The borderless nature of data sharing has questioned the relevance of jurisdiction that nation 

states have. As Jennifer Daskal states, ‘seamless transferability of data across national 

boundaries, has, for some, eroded the importance of the nation state.’109 In the case of India, 

the objective of securing a free and fair digital economy requires that the scope of jurisdiction 

pertaining to data sharing becomes unambiguous so as to enforce obligations properly against 

parties that are erring.  

The White Paper110 viewed that jurisdiction must cover all such entities which process personal 

data within the territory of India. Various companies and organisations not carrying out 

operations in India, but carrying on their business here were also considered to be included. In 

light of this, it has been argued that data being ‘un-territorial’, or in simpler terms – mobile, 

independent of location and divisible – the  traditional bases of jurisdiction are not easily 

applicable.111  

To debase such arguments, it is necessary to bring out the fact data shares similar features to 

other intangible assets, for example intellectual property, in terms of being mobile and 

divisible.112 Then, the argument gets dismissed from the simple reasoning that where the law 

has clearly established rules with relation to jurisdiction, then it can do so in matters of data as 

well. Andrew K. Woods has further clarified that data is not as ‘location-independent’ as it is 

posited to be. ‘Even data on the cloud, actually physically resides on a server that is in the 

territory of a nation-state.’113 Again, challenges on jurisdiction gain clarity in light of this. 

Lastly, it is an established fact that a possibility of domestic acts having transnational effects 

was not magical or mythical to the legal system even before the digital age.  

In light of these arguments, it is pertinent that jurisdiction must be decided by the law to solve 

conflicts emerging in situations where more than one state may be impacted by any 

complications in the sphere of data protection. With respect to this, the Bill, in Section 2, lays 

down the law over the jurisdiction pertaining to processing of personal data in India. With 

respect to data processing by fiduciaries that are not present in India, the law applies to those 
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‘carrying on business in India or other activities such as profiling which could cause privacy 

harms to data principals in India.’ In addition to this, any personal data collected, used, etc or 

processed by companies incorporated under the Companies Act, 2013114 will be covered, 

notwithstanding whether or not the data was processed in India.  

B. No Retrospective Application 

In accordance with Section 97 of the Bill, the law will not have retrospective application, i.e. 

it shall not apply in cases where the processing activity has been completed prior to this law 

coming into force. What this means is that if the processing activity is ongoing at the time of 

the commencement of the law, then the law will be applicable to it. It is further clarified that 

the ‘subject matter of application of a data protection law is the processing of personal data and 

not personal data itself,’115 so as to include personal data collected before the law comes into 

effect.  

C. Sensitive Data 

Data sensitivity, in one view, can depend on the legal and sociological context of a country.116 

In the absence of there being a clear-cut approach towards defining and categorizing ‘sensitive 

data’, a contextual approach is suggested. Within this approach, ‘any personal data can become 

sensitive depending on the circumstances and the manner in which it is being processed.’117 

The Committee recognised that this contextual approach may place a burden on data 

fiduciaries. Therefore, the Bill lays down certain types of data which are called ‘sensitive 

personal data’, under section 3 (36), as follows: 

1. Passwords;  

2. Financial data;  

3. Health data;  

4. Official identifiers which would include government issued identity cards;  

5. Sex life and sexual orientation;  

6. Biometric and genetic data;  

                                                             
114 Act No. 18 of 2013.  
115 Supra note 35. 
116 McCullagh, K., “Data Sensitivity: Proposals for Resolving the Conundrum” 2(4) Journal of International 

Commercial Law and Technology 191 (2007). 
117 Nissenbaum, H., “Privacy as Contextual Integrity” 79(11) Washington Law Review (2004). 
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7. Transgender status or intersex status; 

8. Caste or tribe; and  

9. Religious or political beliefs or affiliations.  

In addition to this, and so as to cover any areas which might arise in the future, the Bill gives 

residuary power to the Data Protection Authority under Chapter X of the Bill to notify any 

further categories in accordance with the law. 

D.  Consent 

Consent has been stated to be an ‘expression of a person’s autonomy or control, which has the 

consequence of allowing another person to legally disclaim liability for acts which have been 

consented to.’118 119 This is enabled through notice – an affirmative obligation placed upon data 

fiduciaries to communicate the terms of consent.120 

In commonplace, it is often said that consent forms can be complex. They might ask for a 

blanket consent. Many a times, individuals do not read the consent forms they sign, or do not 

understand them.121 The Committee Report observed that, ‘Any enumeration of a consent 

framework must be based on this salient realisation: on the internet today, consent does not 

work.’ Despite of any limitations in understanding consent forms, it is a reality that individuals 

regularly consent to providing data, accept privacy terms and conditions when visiting various 

websites or downloading applications. Owing to the prevalence of the same, courts too, in some 

cases,122 have recognised their legal validity. 

To overcome any such lacunae, the Bill lays down two standards of consent – regular or 

ordinary consent, and explicit consent, which is necessary for sensitive personal data. Section 

11 envisages that consent is necessary for processing of personal data on the grounds 

mentioned therein. Such consent must be 

(a) Free - This is to be determined having regard to section 14 of the Indian Contract Act, 

1872.  

                                                             
118 Moore, A., “Toward Informational Privacy Rights” 44 San Diego Law Review 812 (2007). 
119 Alan Wertheimer, Franklin Miller (eds.), The Nature of Consent in the Ethics of Consent – Theory and Practice 

4 (Oxford University Press, England, 2009). 
120 Calo, R., “Against Notice Skepticism in Privacy (and Elsewhere)” 87(3) Notre Dame Law Review 1031 (2012). 
121 Schermer, B., et al, “The crisis of consent: how stronger legal protection may lead to weaker consent in data 

protection” 16(2) Ethics and Information Technology (2014). 
122 Tradecomet.com LLC v. Google Inc. [693 F. Supp. 2d 370], Fteja v. Facebook Inc. [841 F. Supp. 2d 829]. 
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(b) Informed – This is to be determined having regard to whether it communicates relevant 

information as required under section 7 of the Bill. 

(c) Specific - This is to be determined having regard to whether the data principal has the 

decision of making a choice in respect of certain purpose of processing. 

(d) Clear - This is to be determined having regard to whether the communication is done 

through an affirmative action which finds meaning in the given context. 

(e) Capable of being withdrawn – Meaning, whether can be revoked and the ease with 

which such can be done. 

The law under the Bill is that for it to be a valid consent, the data principal must not just agree 

to enter the data, but must also expressly and separately state that they consent to the 

‘processing’ of data. For example, when assenting to a request of data sharing, one might type 

in the One-time password (OTP). This, by itself, is not sufficient to be considered as ‘consent’. 

What will also be required is that the OTP be accompanied with a clear indication of consenting 

to the processing of data.123 

E. Data Fiduciary 

This section elaborates on the obligations on data fiduciaries and rights of data principals. It is 

a cardinal tenet of law that anyone who uses personal data has an obligation to use it fairly and 

responsibly.124 It has been opined that ‘any regime that is serious about safeguarding personal 

data of the individual must aspire to the common public good of both a free and fair digital 

economy.’125 

To understand the terms in context, it is noted that freedom refers to ‘enhancing the autonomy 

of the individuals with regard to their personal data in deciding its processing which would 

lead to an ease of flow of personal data.’126 Complimentarily, fairness relates to ‘developing a 

regulatory framework where the rights of the individual with respect to her personal data are 

                                                             
123 Supra note 35. 
124 See also: Principles relating to processing of personal data, GDPR, art 5. 
125 Arghya Sengupta, “Facebook’s Brave New World: India needs strong rules to ensure internet is not only free 

but also fair” The Times of India, Apr. 09, 2018, available at: https://timesofindia.indiatimes.com/blogs/toi-edit-

page/facebooks-brave-new-world-india-needs-strong-rules-to-ensure-internet-is-not-only-free-but-also-fair/ (last 

visited on April 14, 2021). 
126 Supra note 35. 
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respected and the existing inequality in bargaining power between individuals and entities that 

process such personal data is mitigated.’127  

In the digital world, the relationship between the individual and entities with whom the 

individual shares her personal data gains importance for its basis is a fundamental expectation 

of trust. Quoting the famous Peter Parker principle,128 with great power comes great 

responsibility, and in the present case, the act of entrusting the entity with personal data paves 

way for a fiduciary relationship between the two. For entities, this responsibility translates to a 

duty of care which they owe to the user to deal with such data in a fair and reasonable manner. 

This makes such entities ‘data fiduciaries’.129 

F. Personal And Collective 

The twin objectives of protecting personal data while unlocking the data economy have often 

been seen as conflicting with each other.130 However, it is imperative to elucidate that each of 

them is motivated by distinct intermediate rationales. Protection of personal data reaches out 

to preserve individual autonomy and prevent any harm which might arise consequent to a 

breach of the same. Au contraire, ‘unlocking of the data economy’ is meant to create ‘real 

choices’131 for citizens. Individual autonomy and its protection becomes truly material when 

real choices, and not an illusory choice, has to be exercised.   

                                                             
127 Pranav Mukul, “Draft data protection bill: Right to be forgotten comes with riders” The Indian Express, Jul. 

28, 2018, available at: https://indianexpress.com/article/technology/tech-news-technology/draft-data-protection-

right-to-be-forgotten-comes-with-riders-5280250/ (last visited on April 14, 2021). 
128 Martin Recke, “With great power comes great responsibility” Next Conference, available at: 
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129 See also: Balkin, J., “Information Fiduciaries and the First Amendment” 49(4) UC Davis Law Review 1183 

(2016). 
130 Elina Pyykko, “Data protection at the cost of economic growth?” CEPS, Nov. 16, 2012, available at: 
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Figure 1: Unlocking Personal Data132 

While the Bill in its totality covers several aspects of importance in the digital world, for 

purposes of brevity, few important aspects have been mentioned. The question remains whether 

such a law, once implemented, will prove to be fruitful at a pace on which the technology 

industry grows. For it to be a success, it must unravel the problems that the field faces, not only 

in the present but also in the future. Under the DPA, the Adjudicating Officer will have the 

power of imposing monetary penalties on infringing data fiduciaries, since civil penalties are 

deemed to be a good method to assure deterrence,133 134 and the Adjudicatory Wing shall be 

responsible for adjudication of complaints between data principals and data fiduciaries, as per 

the provisions of Chapter X of the Bill. On the other hand, Chapter XIII lists out the clause 

pertaining to offences, thereby stating that notwithstanding anything laid out in the Code of 

Criminal Procedure, 1973,135 offences punishable under this law shall be cognizable and non-

bailable. The court shall take cognizance of an offence when the complaint is made by the 

DPA.136 

                                                             
132 Supra note 14. 
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Certain criticisms of the Bill have been brought out by scholars and experts who wonder 

whether such laws will only help the government enforce their surveillance exceeding their 

powers.137 Sections 12 and 35 are highlighted to denote the overriding powers which they give 

to government authorities, thereby undermining protection of citizen’s data.138 Pavan Duggal 

has observed, ‘The exemptions granted in Section 35 completely undo the objective of this 

(proposed) law. It puts power in the hands of the central government and specifically makes it 

a party, judge and adjudicator of its own cause. There are no checks and balances.’139 

V. CONCLUSION 

Data flow, in its very nature being mobile, divisible and not confined, in most scenarios, to a 

limited territory, gains weight when it is adjudged in relation to a free and fair economy 

transpiring digitally. Yet, as with any power, certain restrictions must be placed on it to ensure 

that no one person or entity can misuse the same. Therefore, such a flow of data cannot be left 

to be unfettered and must be controlled by the legislation of the land. For this purpose, the 

country has brought about the DEPA (Write full form) and DPB (Write full form).  

Yet, critical to the efficacy of any legal framework in any country is its enforcement machinery. 

In order to prove DEPA and PDPB to be a success, it is predominant that a machinery, the likes 

of which can effectively and efficiently implement the law, is established and continues to work 

in an unbiased manner. Such a machinery will govern harm ensuing from data processing by 

any entity, be it a private or a government body. Government bodies acting as data fiduciaries 

process large amounts of personal data, related to AADHAAR, taxation, healthcare, social 

security schemes, etc. Unlawful processing of such data can cause significant harm to citizens 

of the country, as well as have global implications. Therefore, government entities and not just 

private players are within the remit of the law. 

A combination of the DEPA framework and the DP Bill, viewed in the light of the landmark 

judgment of the Supreme Court in the Puttaswamy case, acts as a nascent approach which must 

                                                             
137 Abhinav Mathur, “Will India’s new data protection law serve as a government surveillance tool?” The Global 
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ensure that data protection is top-notch. Any threats on individual privacy, autonomy or 

sensitive personal data should be countered efficaciously using the dynamic structure of the 

law, so as to pave way for a growing data ecosystem in the 21st century. Will India’s new laws 

and policies on data protection and processing serve only as a tool for governmental 

surveillance, or will it provide a system of checks and balances against superseding powers, 

thereby enforcing the rights of the citizens? Time will answer.  
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